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META BCTYIIHOI'O ®AXOBOI'O ICIIUTY
OCHOBHOI0O METOK TpPOBENEHHS (HaxOoBOro BCTYIHOTO BHIPOOYBaHHS 3

(dbyHIaMEHTIBPHOI Ta 3arajbHO-1HXKEHEPHO1 IIJATOTOBKM Ha CHeIiajdbHICTh F5 —
KiGepbesneka Ta 3axuct iH(popmMamii € BHU3HAUEHHS PIBHSA (yHIaMEHTAIbHOI Ta
npodeciiHOol MArOTOBKU a0ITYPIEHTIB.

3aBnaHHs (haxOBOTO BCTYITHOT'O BUIIPOOYBaHHS:

- TepeBipKa BIAMOBIIHOCTI 3HaHb, YMIHb Ta HABUYOK BCTYITHUKIB MPOTPAMOBHUM
BHUMOTaM,;

- BUSBJICHHS Ta OIlIHKA P1BHS HaBYAJIbHUX JOCITHEHB CIyXadyiB,;

- OI[IHKA CTYTMEHS MiArOTOBJICHOCT] BCTYIMHUKIB /10 HABYAHHS 3a CcreliaabHICTIO F5

- KiGepOesneka Ta 3axuct iHdopMarlii ais 3100yTT CTyIIEHSI MaricTpa.
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XAPAKTEPUCTHUKA 3MICTY ITIPOI'PAMMU (OIINC OCHOBHUX PO3I1JIIB
TA IX KOPOTKHM 3MICT)
Ha ¢axoBe BcTynHe BUIpoOyBaHHSI BUHOCUTBCS MaTepiall 3a HACTYITHUMU TeMaMu

BIJIITOBIIHUX HABYAIBHUX AUCIUILUIIH:

CucremMH TEXHIYHOIO 3aXUCTY iH(popMamii

Bumn, mxepena Ta Hocii iHGopmarii, mo miamarae 3axucty. Kmacudikaris i
CTPYKTypa TeXHIYHHX KaHaTiB BUTOKY iHpopMarllii. Pagio- Ta eIeKTpOTEeXHIYHI KaHAIN
BUTOKY 1H(opMaIllii. AKyCTHYHI Ta BIOPOAKYCTUYHI KaHAJIM BUTOKY 1H(oOpMaIllii. 3aXUCT
BiJl aKyCTUYHHX Ta BIOpPOaKyCTHUHUX KaHaTIB BUTOKY iHQopmarlii. Enektpuuni kanamu
BUTOKY 1H(opMaIlii. 3aXKCT BiJl €JICKTPUUHUX KaHATIB BUTOKY iH(opMarlii. BizyaibHo-
ONTHUYHI Ta MaTeplajJbHO-MPEIMETHI KaHAJIU BUTOKY 1H(popMallii. 3aXUCT BiJ] Bi3yaJbHO-
ONTHYHUX Ta MarepialbHO-NPEAMETHUX KaHaIB BUTOKY 1H(QopMauii. KaHnamu BUTOKY
1H(dOopMaIi pu ekcruTyaTarii 00unucIoBaIbHUX 3ac001B. CripsiMoBaH1 MIKpO(hOHH Ta iX
MOXJIMBOCTI. EKpaHyBaHHS, 3BYKOI3OJISIi Ta 3BYKONOIVIMHAHHS MPUMILIEHb.
Knacudikanis 3aknagHUX OPUCTPOIB, iX OCHOBHI XAPAaKTEPUCTUKH Ta 3aCTOCYBAHHS.
Cnocobu Ta 3aco0u 6OpoTHOM 13 3aKiagHUMH OpUCTposiMU. OIiHKA PIBHS MOOIYHUX
€JIEKTPOMAarHiTHUX BUIPOMIHIOBaHb. MeToau 1 3aCO0M TEXHIYHOTO 3aXUCTY. 3acolu
BUSIBJICHHS KaHATIB BUTOKY iH(popMartii. Kepiai nokymenTu 3 T31. Meroanka po3podku
cucremu T3I. Ilopsgok po3poOku 3axoxiB T3I. OcnoBu 3axucty B3OJl. Tumosi
B1JIOMOCTI, 5Kl MOTPiOHO 3axuinatu. KaHanu BUTOKY mpeameTHoi gopmu iHopmaIri.
TexHiuHI PO3BIKH, X MOXJIMBOCTI Ta 3aCTOCYBaHHS. 3ajmayi 1 CIOCOOM OXOPOHH
00’exTiB. [IpMHUMIIM CTBOPEHHS CHUCTEMH OXOPOHU. 3aCO0M OXOpOHM Ta ix
xapakTepucTuku. [TpuHIUnu aii TeXHIYHUX 3ac00iB PO3BIAKUA. 3aBIaHHS TEXHIYHOTO
3axucty iH(popmamii. Ctpykrypa Ta dyHKuionyBanHs cuctemu 131 B Vipaini.
TeopeTuyHi Ta NMPaKTUYHI ACTIEKTH MEPEKPUTTS MOKIMBUX TEXHIYHUX KaHAIIB BUTOKY
iH(pOopMaIli Ta HECAaHKIIIOHOBAHOTO OCTYITY A0 iH(opMartii. [lep:kaBHi opraHu CUCTEMHU
T31. Opranizaniss KOHTPOJIIO €PEKTUBHOCTI TEXHIYHOrO 3axUCTy iHQopMarii. Crocobu

KOHTPOJTIO.



OcHoBH KpunTorpagiuHoro 3axucry inpopmauii

Anroputm  mmdpyBanHs ~ RSA.  Anroputm  mmudppysanas.  OOMiH
KOH(D1ICHIIITHIMY TIOBIJJOMJICHHSMH 32 JOIIOMOTOI) CHUMETPHYHOT KPUIITOCHUCTEMHU.
Kom0inoBana kpunrocucrema. Anroput™m nudposoro mignucy DSA. 3abe3nedeHHs
MPAKTUYHOT HEMOXKJIMBOCTI MiAOOpPY mMapoyia 370BMHCHUKOM. LludpoBuit miamuc
noBifloMmJieHHA.  Po3mudpyBaHHs MOBIIOMIIEHHS 32 JOMOMOIOK ACHUMETPUYHOTO
Kpunroairoput™Ma. @opMyBaHHS KOAY aBTEHTU(DIKAIllT TOBIAOMIIEHHS. JJOBXKUHA KITIo4Ya
(B 6iTax) Ta KUIbKICTh payHiB kpunroanroputMa DES. JlopxuHa kimoya (B 0iTax) Ta
KUIbKICTh  payHAiB kpuntoanroputMa ['OCT 21847-89. IlpoTokon BiIKpUTOTO
kiouoBoro oominy iddi-Xemnmana. [udpyrodya nociioBHOCTh, SIKa T€HEPYETHCS
CUHXPOHHUM ITOTOKOBUM KPHIITOAITOPUTMOM. MeToau kpunrorpadii. OCHOBHa YacTHHA
ugpoBoro ceprudikara. ITpoTokon Oeiire-diara-Illamipa. CTilKiICTh
KpunrorpadiuHux xeum-QpyHKUIA A0 KPUNTOAHAII3y Ha OCHOBI Hapajgokca JHs
HapokeHHs1. CxeMa mmdpyBanHs Bixkenepa. YMOBUU CTBOpEHHS abCOIIOTHO-CTIHKOT
KPUTITOCUCTEMHU. KpHUNITONEpPEeTBOPEHHS Ha 1-TOMY payHIi KpPUITOAITOPHTMA, IO
peanizoBaHuii 3a cxemoro dericrens.

Bbe3neka indgopmauii B iHpopManiiHO-TeJIeKOMYHIKAIIHHUX cCHCTEMAax

Kagpu «ARP-zamut» 1 «ARP-BianoBige». CMyra mpomyckaHHs 1 MHpOITyCKHa
3natHiCTh. Po30uTTs Mepexi kiacy C BukopuctoByroun Texnosorito CIDR. PiBni moneni
OSI. Jloriuni Tomojorii. Meroa MOCTyNy «3a ONUTYBaHHAM apOiTpa». Jloriuxi
tonoJiorii. Meton noctynmy CSMA / CD. ®i3uuna tonosioris texHosorii Fast Ethernet.
KomyTtaTtopu (switch) st mepenadi kaapiB nanux. CMmyra nporyckaHHs KaOenmo «BUTa
nmapa» kareropii . Jloriuna Tomoorisi «3ipkay». PiBai moxem OSI. Bikno nepenaui
npotokosry TCP. ITaketu «DNS-3amut» 1 « DNS-Bianosias». [loBTopHa mepegaya B
nporokoni TCP. Binnpasnenuit naker. [loBropHa nepegaua B npotokoai TCP. Bikuo
nepenadi. [Iporokon RIP. IIporokon UDP. CeancoBuii piBens mogem OSI. Crnektp.
®diznuna Tonosoris «[uray.

CyuacHuit ctan Oesneku 1H(opmarllli Ta MeToau 3a0e3MeUYeHHs] HEAOCTYITHOCTI

nanux. [Ipotokonu Ta 3aco0u ineHTHdIKAIll, aBTOpU3allii, aBTeHTU(IKALIT Ta O0IIKY
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MepexeBUX pecypciB. CHCTEMH 3aXHCTy OOYMCIIOBAIBHMX Mepex. Mojeni Oe3nexku
KOMIT IOTepHUX cucteM. [IpoTokomn Ge3mneku.

Teopis pu3ukiB

MopentoBanHsl 1HGOPMALIMHUX CUCTEM B YMOBaX PU3MKY Ta HEBU3HAUEHOCTI.
dopmyBanHA Ta (hopMarizallis HOHATTS pu3uKy. Pusuku, kpusu ta karactpodu. Meronu
aHaJi3y Ta OI[IHKU pU3UKiB. MeToau OliHKH 1H(GOPMAIIIHHUX PU3UKIB 32 MIKHAPOJHUMU
ctaHAapramMu. YuCIOBI  XapaKTEPUCTHUKKM PHU3BMKY Ipolecy  (PYHKIIOHYBaHHS
iHbOpMaIliiHOT CUCTEMH Y BIIHOCHOMY BHUpaXEHHI. METONMKH aHalli3y Ta OI[HKHU
pU3UKiB. YTpaBiiHHS 1HQOPMaLIMHUMHU pU3UKaMU. PU3MK-MEHEIKMEHT B YINpaBIliHHI
iH(opMatiitHoto 6e3nekor0. Ayaut iHGOpMaIiiHOI Oe3MeKH.

KommiekcHi cucremu 3axucry ingopmanii

CyTHiCTb Ta 337241 KOMIUIEKCHOI CUCTEMU 3aXUCTy 1H(opmarltii. OCHOBHI MiAX0aAu
70 CTBOPEHHS KOMIUIEKCHOI cucTeMH 3axucty 1Hpopmarii. [IoHATTS KOMIUIEKCHOT
cucteMu 3axucty 1H(opmamii. Ilpu3HaueHHS KOMILJIEKCHOI CHUCTEMH 3aXUCTY
iH(popmanii. OcHOBHI cTparterii 3axucty iH@opmarii. Po3poOka momTuku Oe3nexu.
3aranbHl MOJOXEHHS MpO KOMIUIEKCHI cucTeMu 3axucty iHpopmaii. I[lopsgox
3MIMCHEHHS 3axucTy iHQopMalii Ha 00’ekTax i1HGOPMAINHOI AISUTBHOCTI. 3aXUCT
iHdopmalii BiJA BUTOKY TEXHIYHMMH KaHajaMu. 3axucT I1HpopMauii mig dac
BUKOPUCTAHHA 3aC001B KOMIIOBAJIbHO-PO3MHOKYBAILHOT TEXHIKH.

ba3u nanunx

ba3su nmanux 1 Ganku ganux. TpupiBHeBa apxiTekTypa 0a3 nanux. Posmomin
000B’s13KiB B cucTeMax 3 0a3zamu gaHuX. OCHOBHI MOHSTTS PEISIIIAHOI MOJEl JaHUX:
BIIHOIIEHHS, KOpTEeXi, aTpuOytu, gomeHu 1 T. n. Kirowi Ta iX npu3HaAYEHHS.
Hopmanizanisa pensmiiiHoi Mojeni JaHuX. 3aco0u MOIIYKY JaHuX. 3anuTH. 3acoOu
MaHimyTroBaHHs qanuMu. Mosa DML. Oneparii Hag cxemotro 6a3u gannx.Mosa DDL.
[naexcu. TpaHzakiiii.

Onepaniiini cucremu

Micue omepartiiiiHoi cuctemi B mporpamHomy 3abesneuenHi [1K. 3apmanns OC.
[Iporpamu B nam’ari. Aapo OC. Anaparna apxitektypa (Pon Heitmana, ["apBap/icbka,

CrexoBi mamunau, Lisp Mashine, FPGA Ta 1um1i). Bipryansna mammna. POSIX. Po6oTa
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OC 3 amapatHoro yacTuHoto. J[paiiBepu nmpuctpoiB. Yac B xomm totepi. [lepepuBanus
(amapatni, nporpamui). Cxema o0poOku mnepepuBanb. Kontekrcu. JloMmeHu Oe3meku.
3aBantaxenuss OC. [lpommBka. bimapawmii inTepdeiic momatkiB(ABI). AcembOiep.
Anpecarisi mam’sari. Perictpu nponecopa. Crek. Yrogu mnpo BUKIMKH. CHCTEMHI
BUKIIMKH. AIapaTHEe yOpaBliHHA maM’sATTi0. BipTyansHa mnam’atb. CTOpiHKOBa
opraHizaitis mam’ati. CerMeHTHa opradizamis mam’saTi. Mojeni cerMeHTari mam’sTi.
[Iporpama B mam’sti. CraTuyHa nam’sATh nporpamu. JluHaMiyHa nam’sSTh NMPOTPAMH.
[Tpouec. Buau mporiecis. KutreBuii iuks nporecy. [lopomkenns npoiecy. 3aBepIieHHs
npouecy. Pobota mpouecy. [lnanyBanHs nporeciB. AJTOpUTMHU IUIaHYBaHHS MPOILIECIB.
MiuxnpouecopHa Bzaemozis. [Ipobnema cunxponizanii. KitacuuHi 3a1a4ui cuHXpoH13a1ii.
AJNTOpUTMH NMPOrpaMHOI CUHXPOHI3allli. AnlapaTHi IHCTPYKIIi CHHXpOHI3awii. CUCTEeMHI1
MexaHi3mu cunxponizaiii. Crinnok. Cemadopu. [aTepdeiic cunxponizariii. [Ipodaemu
cunxpoHizaiii. Hebnokyroua cunxponizaiis. ®aiinoBa cucrema. daitn. {upekropis.
Cxemu posmimenns ¢aitnie. Ontumizaiiss po6otn ®C. 3aranbHi TPUHIUIN OE3MEKH.
Mexanizmu poOoTu cuctemu Oe3neku. Peanizamis cucremu 6e3nexku. OCHOBHI Bapiatlii
Unix'iB. GNU/Linux. KmtouoBi pimenns Unix. Iliatpumka GUI B Unix. ITpuniunu
po3poOku mix Unix. Kputuka Unix.Windows NT. Kitouosi pitenass Windows.

APpXITEeKTypa KOMII’IOTEPHUX CHCTEM

OcHoBHM opranizallii 00UHUCIIOBAIBHUX MPOIIECIB B MEPCOHATBHUX KOMIT I0TE€pax
Ta KOMII'FOTepHUX cucTteMax. [IoHATTS 00UMCIIOBAIbHOI CUCTEMHU Ta OOYHCIIOBAIEHOTO
komiiekcy. Crtpyktypa EOM Tta noriyna crtpykrypa EOM. Apxitektypa EOM.
Apxitektypa EOM mno ¢on Heiimany. OcnoBui npuniunu (Gon Heitmana. [lonsTTs
komanau B EOM. T'apBapacbka apxitektypa. Knacudikamis EOM no ®niny. Tunu
noToKy komaunz. Tunu notoky ganaux. Apxitekrypu OKO/Jl , OKM/[ , MKO/I , MKM/I.
[TonsTTs Ta 3aranpHa xapakrepuctrka BIOS. Cuctemni miatu. [TiBgeHHMi Ta miBHIYHUN
MmicT. [HTepdeiicu, ciioTu Ta po3'eMu MaTepuHChKOi miatu. [TopTu MaTepuHCHKOI IJ1aTH.
Kowmm’totepni mman. OCOOIMBOCTI apXiTEKTypH CUCTEMHOI IIMHU. [IOHSTTSI TOJIOBHOTO
1 IpyropsIHOTO MpUCTporo Ha muHi. Mikponpornecopu. Kmacudikamis LI pizaux
apxXiTeKkTyp. Buam cydacHuX mpoIEecopiB, a TaKOX OCOOJMBOCTI iX MOOYJOBU Ta

¢bynkmionyBanns. [Iporecopu 3 MISC, RISC, CISC ta VLIW apxitektyporo. [TokomiaHsS



npouecopiB. bararosaepHi npouecopu. CTpykTypHa cxema Mikponporecopa. bygosa 1
OPUHLIMIKA POOOTH MiIKpoIpoliecopa. ApXITEKTypa CHCTEMH KOMaHI MpoIecopa.
Po6ounii muk mporiecopa. Perictpu nporiecopa. 3axumieHuii pesxxum nporecopa. Pobora
B 3axulieHoMy pexumi. OOpoOka nepepuBaHb Yy 3aXUIICHOMY PEXHUMI IpoIEecopa.
OsznHaueHHs 3amamM’saToByouoro mpuctporo. Kmacudikaris 3I1. OnepatuBHa mam’sTh.
®di3uyHa Ta BipTyajgbHa nam’siTh. OCHOBHI XapaKTEPUCTUKU MaM'sATi. 3arajibHi MOHSITTS
PO KEIIyBaHHS aHuX Ta KoMaHJ. OCHOBHI XapaKTEpUCTUKU Kell. YUCTO acoliaTUBHUM
Kell Ta MpuKian Horo peamizamii. Kem 3 mpsimum BimoOpakeHHSAM Ta cxeMa Horo
noOynoBu. Kem 3 MHOXMHHUM joctynoM. JKopcTkuil AucK. XapakTepUCTUKU
xopctkoro nucka. @nem-nam'ste. Knacudikanisa cucreMm komm otepiB. Knacudikaris
Ta apXITEKTYpHI OCOOIMBOCTI cynepkoMil torepiB. Kiacudikamis Ta apXiTeKTypHI
ocoOimBocTi  HeWpokomm'toTepiB. Knacudikaiiss Ta apXiTeKTypHI OCOOJMBOCTI
TpaHcn’torepiB.  Kiacudikamiss Ta  apXiTEeKTypHI  OCOOJIMBOCTI  KJIACTEPHHX
KOMII 10TepiB. MyIbTUIIPOLIECOPHI KOMII'FOTEPH. baraTomammnHi CUCTEMHU.
OO6uuncioBanbH1 Mepeki. XMapH1 TeXHOJOr1I. ['pia-cucreMu.

Komm’rorepHi Mmepeski

EBosrontist koM rorepHux mepex. [IpuHiunu noOyaoBu KOMII' IOTEPHUX MEPEX.
VY3aranpHeHa 3agaya komyTarii. KoMmyTallisi kaHaiiB 1 komyTarlis naketiB. [IpuHiunu
PO3JIIJICHHS CepeIOBUINA Tiepeaadl JaHuX. JIeKoMIO3HIIis 3a/1aul MepEKHO1 B3aEMOIII.
Mopnenbs OSI. Crangaptusaiiisa mepex. Knacudikairis Ta xapakTepUCTHKHU JiHIN 3B’ S3KY.
Monynsuis 1 MeTonud KoAyBaHHS. MyJbTUIUIEKCYBaHHA 1 KomyTalis. besnpoBigHe
cepenoBuile nepenapanHg. CraHaapTHaA TOIOJIOTIS 1 po3aumoBaHe cepenoBuie. CTek
npotoko:iB JokanbHuX Mepex. PiBai MAC ta LLC. Ctpykrypa crannaptis IEEE 802.x.
@®opmatu kanpiB Ta cneuudikamii (izuyHoro cepenoBunia Ethernet 3aranbHa
xapaktepuctuka TexHosorii Ethernet. MAC-aapecu, nmoctynm 10 cepenoBumia i
nepeaaBaHHs JaHuX. BuHukHeHHs komizii. Tunu kaapiB. BUkopucTaHHs pi3HUX THUITIB
kanpiB Ethernet. Crammapt 10Base Ta BomokonHo-onTtmuHa wMepexa Ethernet.
Texunomnorii Fast Ethernet Ta Gigabit Ethernet, Token Ring Ta FDDI. ®i3uuynuii piBeHb
texHosorii Fast Ethernet. ®i3uunuii piBenp texnonorii Token Ring. Tunu IP-amgpec,

nomenHi imena. ®opmart IP-anpecu, knacu [P-anpec. Bukopucranns macok mijg gac IP-
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anpecaii. Ilopsmok mpusHauenHs IP-agpec. dopmar IP-makera. Cxema IP-
MapmipyTu3aiii. MapmpyTtusaiiis 3 BAKOpUCTaHHSIM Macok. ®Dparmenraris [P-makeris.
[Tpu3nauenns 1 xapakrepuctuka nporokoiry ICMP, dpopmar ICMP-nakera. Tunu [CMP-
noBiiomieHb. [Iporokon UDP. ®opmar TCP-cermenta. Jloriuni 3’e€qHaHHs, TOPSIKOBI
HOMEpU Ta HOMEpH MIATBEP/UKCHHs. YTpaBiiHHSA BiKHOM mpuiiomy. Cucrema DNS,
cxema poboru DNS. Pexumu DHCP, anroputM IuHaMIYHOTO MPU3HAYEHHS aJipec.
IIpotoxon HTTP. Ilpunuumu po6otu FTP, FTP-cepep ta FTP-kmient. IlpoTokon
SMTP. KirouoBi xomannu mnpotokory SMTP. Opranizamis AOCTymy A0 MOIITOBOI
CKPUHBKU KOPUCTYBaya 3a JJOIIOMOroo npotokoixy POP3.

TexHos10ril nporpaMmyBaHHs

Anroputmu. 3minHI. ukou. YMoBu. MoBa nporpamysanss Scratch. Mosu C Ta
C++. BBin Ta BuBim ganux. Po6ora 3 Gibmiorekamu. Pobota 3 psaxkamu. DyHKIII.
[udpysanns nanux. CoptyBanHs Ta nouyk. Pooora 3 rekctom B C Ta C++. CTBOpeHHS
OararodaiinoBux MnpoekTiB. ['padiunnii iHTepdelic kopuctyada (GUI). OcobnuBocti
cTBOpeHHs mnporpamHux MpoekTiB 3 GUI. OOpoOka rpadiunux ¢ainis B C. 3miHa
po3mipy 300paxeHHs Ta MmacimTadyBanHi. CTpykTypu naHux. BeO-mporpamyBaHHS.
OnHO3B’s13H1 CIIUCKU Ta XelI-Taduuill, mpedikcHi aepesa. Pobora 3 Texcrom B C. KitieHT-
cepBepHa Mojienb B3aemojii. MoBu nporpamyBanHs PHP, JavaScript + HTML/CSS.

CrtBopenns BeO-mipoekTiB. Texnonorii Ajax, JSON. @peitmBopKHu.
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BUMOTH 10 3AIBHOCTEM I MIATOTOBJEHOCTI
ABITYPICHTIB/BCTYIHHUKIB

3rigHo 31 ctangapToM cremianbHocTl F5 «KibepOesneka Ta 3axuct iHpopmariiin

piBHS MIATOTOBKH OakajaBp BUMOTH JIO MiATOTOBKU a0ITYpiEHTIB HACTYIIHI:

3/1aTHICTh 3aCTOCOBYBATH 3aKOHOJIaBUy Ta HOPMATHBHO-TPAaBOBY 0azy, a
TaKOX JIEp’KaBHI Ta MI>KHAPOJIHI BUMOTH, MPAKTUKU 1 CTAHIAPTHU 3 METOIO
3MIMCHEHHS Tpo(deciifHOl isIPHOCTI B Taiy3i i1H(OpMaIiiHOi Ta/abo
KibepOe3neku;

3JIATHICTh O BUKOPUCTAHHS 1H(OPMAIIHO-KOMYHIKAIIIMHUX TEXHOJIOTIH,
CydacHUX METOMIB 1 Mojened iHdopMaiiitHoi Oe3neku  Ta/abo
KibepOe3neku;

3MATHICTh 1O BUKOPHCTAHHS TMPOTPaAMHHUX Ta MPOTpamMHO-anapaTHUX
KOMIUIEKCIB ~ 3ac0o0iB  3axucty 1HQopMauii B  1HQOpMaUIAHO-
TEJIEKOMYHIKallIMHUX (aBTOMaTU30BaHUX) CUCTEMAX;

3MaTHICTh 3a0e3nedyyBaTH 3axHCT 1HQopMalii, o o00poOyIeTbCs B
1H(OpMAaIIHHO-TEIEKOMYHIKAI[IMHUX ~ (aBTOMAaTU30BaHUX) CHCTEMax 3
METOI0 peali3allii BCTAHOBJIEHOI TONITUKH 1HOpMaIiitHOi Ta/abo
KibepOe3mneku;

3aTHICTh BIJIHOBIIOBATH INTaTHE (PYHKI[IOHYBaHHS 1H(QOpPMAaIIHHUX,
1H(pOpMaIIHO-TEIEKOMYHIKAIIHHUX (aBTOMAaTU30BaHUX) CHUCTEM MICII
peanizailiii 3arpos, 3/1iicCHeHHsI Ki0epaTak, 3001B Ta BIIMOB PI13HUX KJIACIB Ta
HOXOJKEHHS;

3MaTHICTb  BOPOBaJKYBaTH  Ta  3a0e3nedyBaTd  (PYHKIIOHYBaHHS
KOMIUJIEKCHUX CHCTEM 3axucTy iHdopmalii (KOMIUJIEKCH HOPMaTHUBHO-
MPaBOBUX, OpPraHI3alifHUX Ta TEXHIYHUX 3ac00iB 1 METOMIB, MPOIEAYD,
NPaKTUYHUX IPUHOMIB Ta 1H.);

3IaTHICTh 3aCTOCOBYBaTH METOAM Ta 3aco0M KpunTorpadiqHoro Tta
TEXHIYHOTO 3aXUCTy 1H(hopMarlii Ha 00’ exTax 1HGOPMAIIMHOL TiSITFHOCTI,
3MAaTHICTh aHaNI3yBaTH, BUSBJISATH Ta OI[IHIOBATH MOXKJIMBI 3arposu,

YPa3aMBOCTI Ta JeCTallIi3ytoul YUHHUKHA 1HGOPMAIIIHHOMY MPOCTOPY Ta
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iHpopMariiHuM  pecypcaMm  3TITHO 3  BCTAaHOBJICHOIO  MOJIITHKOIO
iH(popmarriiinoi Ta/abo kibepoe3neku;

BUKOPHUCTOBYBATH PE3yJIbTaTH CAMOCTIMHOIO MOIIYKY, aHaJli3y Ta CHHTE3Y
1H(opMarii 3 pi3HUX JpKepel IS ePEeKTUBHOTO PIICHHS CHeliali30BaHuX
3ama4 npodeciitHol MisITEHOCTI;

KPUTUYHO OCMHCIIOBATH OCHOBHI TEOPii, MPUHIUIHN, METOAU 1 MOHATTS Yy
HaBYaHHI Ta IpoQeciiHii AiSIBbHOCTI;

JSATA Ha OCHOBI 3aKOHOABYOi Ta HOPMATHUBHO-IIPaBOBOI 0a3m YKpainu Ta
BUMOT BIJIMOBIIHUX CTaHAApPTIB, Y TOMY YHUCII MDKHApOJHUX B ramysi
iH(popMaIiitHoi Ta /abo kidepoe3neKy;

BIIPOBA/DKYBAaTH TPOIECH, IO 0a3ylOThCSd Ha HAIlOHAJIBHUX Ta
MDKHApOAHUX CTaHAapTaxX, BHSABICHHS, I1JeHTHdIKAII, aHalizy Ta
pearyBaHHs Ha IHIIMACHTH 1HPOpMaIliiHOI Ta/abo KibepOe3nexy;
BUKOHYBATH aHajl3 Ta JIEKOMIO3ULII0 1HPOPMaLIHHO-TEIEKOMYHIKAIHHUX
CHUCTEM,;

BUKOHYBAaTH aHaji3 3B’S3KIB MDK 1H(QOpMaIiiHUMH TMpollecaMu Ha
BI/IJTAJICHUX OOYMCITIOBAJIbBHUX CUCTEMAX;

PO3pOOJIATH MOJIEINI 3arpo3 Ta NOPYyIIHUKA

aHai3yBaTH  MPOEKTU  1HGOPMAIIITHO-TETIEKOMYHIKAIIIMHUX ~ CUCTEM
0a3ylouuch Ha CTAaHAAPTU30BAHUX TEXHOJIOTISIX Ta MPOTOKOJAX IMepeaadi
JTaHUX;

BUKODUCTOBYBAaTH  Cy4YacHe  MpOTpaMHO-amapatHe  3a0e3MedeHHs
1H(popMaIITHO-KOMYHIKAIIMHUX TE€XHOJIOT1H;

peanizoByBaTH  KOMIUIEKCHI ~ CHCTeMH  3axucTy  iHQopmarii B
aBromaTu3oBaHux cucremax (AC) opranizamii (MIIprueEMCTBA) BiIMOBITHO
710 BUMOT HOPMAaTHUBHO-TIPABOBUX JOKYMEHTIB;

3a0e3medyBaTi MPOIIECH 3aXWUCTy Ta (YHKIIIOHYBaHHS 1H(OpMAIIHHO-
TEJIEKOMYHIKalIMHUX (aBTOMAaTU30BAaHMWX) CHUCTEM HA OCHOBI MpPAaKTHK,
HAaBUYOK Ta 3HAHb, HIOJ0 CTPYKTYPHUX (CTPYKTYpPHO-JOTIYHHX) CXEM,

TOTIOJIOT1] MEPEXi, CYJaCHUX apXiTEKTYyp Ta MOJIENIEeH 3aXUCTY €IEKTPOHHUX
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iHpopMaIiiHUX  pecypciB 3  BIJIOOpaXEHHSM  B3a€MO3B’SI3KIB  Ta
iHQOpMAIlIHHUX TIOTOKIB, TPOIECIB I BHYTPINIHIX 1 BiAIaIeHUX
KOMITOHEHT;

BUKOPUCTOBYBATHU MPOTPaMHI Ta IPOrPaMHO-aNapaTHI KOMIUIEKCH 3aXUCTY
1H(pOpMaLIHHUX PECYpPCiB;

3aCTOCOBYBaTH TEOpii Ta METOAM 3aXUCTy JUIs 3a0e3NeyeHHs Oe3NeKH
iH(opmMarii B iHpopMaIlifHO-TeIEKOMYHIKALIMHUX CUCTEMAX;

BHUpINTYBaTH 3a7adi 3a0e3leueHHs Ta CymnpoBoAy (B.T. YHCHi: OTJIAM,
TE€CTyBaHHA, MIA3BITHICTb) CHUCTEMHU YIOPABIIHHSA JOCTYIIOM 3TiHO
BCTAHOBJICHOI MOMITHKK Oe3neku B 1H(opmaniiHux Ta iH(OpMaIiiHO-
TEJIEKOMYHIKAIIHHUX (aBTOMAaTU30BaHUX ) CUCTEMAX;

BUpPIIIYBaTH  3aJladyl  yOpaBJiHHSA  OpoleaypamMu  iAeHTHdIKaIlii,
aBTeHTU(]IKaIlli, aBTOpHU3aIlii NPOIECIB 1 KOPUCTYBadiB B 1H(OpPMAIIIHHO-
TEJICKOMYHIKAI[IMHUX ~ CUCTEMax  3TIJTHO  BCTAHOBJICHOI  MOJIITHKU
iH(dopmarliitHoi 1\abo kibepOesnexu;

peasni3oByBaTH 3aX0/11 3 MPOTHU/I1i OTPUMAHHIO HECAHKIIIOHOBAHOTO JIOCTYITY
10 1HpOpMalIMHUX pecypciB 1 mpoueciB B 1H(MOpMaiiHUX Ta
1H(pOpMaIIHO-TEIEKOMYHIKAIITHUX (aBTOMAaTHU30BaHNX) CUCTEMAX;
BUPILIYBATH 3a/1a4l YIPaBIiHHSA JOCTYIOM 10 1H(OpMaALIHHUX pecypciB Ta
mpoueciB B 1HQopMaUiiHUX Ta I1H(QOPMALIHHO-TEIEKOMYHIKAIIHHUX
(aBTOMATH30BaHMX) CUCTEMax Ha OCHOBI MOJENIel YMpaBiHHSA JOCTYIIOM
(MaHAATHUX, AUCKPELIHHUX, POJIbOBUX);

BIIPOBA/DKYBATH 3aXOAu Ta 3a0e3ledyBaTH peaji3aimiio  IpoIeciB
MOMEPEKEHHs OTPUMAHHIO HECAHKI[IOHOBAHOTO JOCTYNMy 1 3aXHUCTy
iH(dopMaliiHuX, 1HQOPMALIHHO-TEIEKOMYHIKAIIMHUX (aBTOMATU30BAHHUX )
CHUCTEM Ha OCHOBI1 €TaJIOHHOI MOJIENI B3a€MO/IIT BITKPUTUX CUCTEM;
BUpIIIYBaTH 3a/Jayl 3aXUCTy TMOTOKIB JaHUX B 1H(OpMaIiiHuX,
1H(pOopMaIIHO-TeIEKOMYHIKAIITHUX (aBTOMAaTHU30BaHUX) CUCTEMAX;
aHaTI3yBaTU Ta MPOBOJUTH OLIHKY €(PEKTUBHOCTI Ta PIBHS 3aXHUIIECHOCTI

pecypciB  pi3HMUX KjaciB B 1HopmamiiiHux Ta  1iH(OpMaIiitHO-
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TEJEKOMYHIKaIIHUX (aBTOMAaTU30BaHMX) CHUCTEMax B XOJ1 IMPOBEICHHS
BUIMIPOOYBaHb 3TIIHO BCTAaHOBJEHOI TMOMITUKH 1H(opMaIiiiHoi Ta\abo
KibepOe3nexy;

3M1MCHIOBATH OIIHIOBAaHHS MOXJIMBOCTI peaii3allii MOTEHIINHUX 3arpo3
iHpopMmariii, mo oOpobIseThCs B 1H(POPMAIIIHO-TEIEKOMYHIKAIIHHUX
CHUCTeMax Ta €(EeKTUBHOCTI BUKOPUCTAHHS KOMILIEKCIB 3aCO01B 3aXUCTY B
yMOBax peaizallii 3arpo3 pi3HUX KJIaciB;

3MIMCHIOBATH OIIHIOBAHHS MOJKJIMBOCTI HECAHKI[IOHOBAHOTO JOCTYITY [0
eJIeMEHTIB 1H()OpMaIiHHO-TEIEKOMYHIKAI[IHHUX CUCTEM;

3aCTOCOBYBAaTH Teopli Ta METOIU 3aXUCTy JJIsi 3a0e3NeueHHs Oe3NneKu
€JIEMEHTIB 1H()OpPMaIIITHO-TEIEKOMYHIKAI[IMHUX CUCTEM;

BUPIIITYBAaTH 3a/ladl yYIpPaBIiHHSA MpPOIECaMU BIJHOBJICHHS IITaTHOTO
dbyHKUIOHYBaHHSA  1HGOpPMAIIITHO-TEIEKOMYHIKAIIIMHUX ~ CUCTEM 3
BUKOPHCTAHHSAM TIPOIIEAYP PE3CPBYBAHHS 3TiTHO BCTAHOBJICHOI TOJITHKH
Oe3IIeKH;

BUpIIIYBaTH 3ajiaul 3a0e3rnedeHHsi Oe3mepepBHOCTI Oi3HEC MPOIIECiB
oprasizailii Ha OCHOBI TE€OpPIi PU3HKIB;

BUPINITYBATH 3a7adi 3a0€3MEUEHHs] Ta CYNMPOBOAY KOMIUIEKCHHUX CHCTEM
3aXMCTy 1H(POpMallii, a TAKOXK MPOTU/Ii HECAHKLIOHOBAHOMY JOCTYITY [0
1H(pOopMaIIiHUX pecypciB 1 IpoLeciB B IH(GOpMaLIiHUX Ta 1H(OpMALIHHO-
TEJICKOMYHIKalIMHUX (aBTOMATU30BAaHUX) CHCTEMAaxX 3TiJTHO BCTAHOBIICHOI
noiTuky iHdopMaliitHoi 1\abo kidepOe3neku;

BHUSBJIATH HeOE3MEUHI CUTHAIN TEXHIYHHMX 3aCO01B;

BUMIPIOBATH TMapaMeTpu HEOE3NMEeUHUWX Ta 3aBaJOBUX CHUTHAIIB TiJ] Yac
IHCTPYMEHTAJILHOTO KOHTPOJIIO MPOILIECIB 3aXUCTy 1HPOpMaLlii Ta BU3HAYATH
e(eKTUBHICTh 3axucTy iHGOpMaIii BiJ BUTOKY TEXHIYHMMH KaHAJIaMH
BIJIMIOBITHO /10 BMMOT HOPMAaTHUBHUX JIOKYMEHTIB CHCTEMH TEXHIYHOTO
3axucTy iHpopMarlii;

IHTEPIpPETYBaTH PE3YIbTATH TPOBEJCHHS CICIIAIIbHUX BHUMIPIOBAaHb 3

BHUKOPHUCTAHHAM TEXHIYHUX 33006iB, KOHTPOJIIO XapaKTCPUCTUK
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1H(popMaIITHO-TEIEKOMYHIKAIIMHUX ~CHUCTEM  BIAMOBIAHO JO BHMOT
HOPMAaTUBHUX IOKYMEHTIB CHCTEMHU TEXHIYHOTO 3aXUCTy 1HhOpMaIlii;
MIPOBOJIUTH aTECTAIIO (CIIMPAOYKCHh HAa O0JIIK Ta OOCTEKEHHS) PEKUMHUX
TepUTOpiil (30H), MPHUMIIICHh TOIIO B YMOBaX JOJEPKAHHA PEKUMY
CEKPETHOCTI 13 (JIKCYBaHHSAM Pe3yJIbTaTiB y BIAMOBIAHUX JOKYMEHTAX;
IHTEpIIPETYBaTH pE3yJbTaTH IMPOBEJICHHS CHEI[lAIbHUX BHUMIPIOBaHb 3
BUKOPUCTAHHSM TEXHIYHMX 3ac00iB, KOHTposito xapaktepuctuk I[TC
BIJIMOBITHO /10 BHUMOT HOPMATHUBHUX JOKYMEHTIB CHCTEMH TEXHIYHOTO
3axucTy 1HpOopMaIlii;

3a0e3neuyBaT HEMEPEPBHICTh MPOIECY BEACHHS KYpHAJTIB peecTpallii
MOJi Ta IHIMICHTIB Ha OCHOBI aBTOMATU30BaHUX MPOLIEAYD;
BIIPOBA/PKYBAaTU TMPOIIECH  BUSIBIICHHSA, 17eHTUdIKAI], aHami3zy Ta
pearyBaHHs Ha IHIIMACHTH 1HPOpMaIIiifHOI 1/a00 K10epOe3neKy;
BUpINIyBaTH 3a7adl 3a0e3mnedeHHsi Oe3nepepBHOCTI  O13HEC-MPOIIECB
oprasizailii Ha OCHOBI T€OPii pU3HKIB Ta BCTAHOBIICHOT CHCTEMH YTIPABIIIHHS
iHpopMariitHoro 0e3MeKor0, 3TIHO 3 BITYM3HAHUMHU Ta MIXKHAPOJIHUMU
BHMOTaMU Ta CTaHJIapTaMU;

3aCTOCOBYBaTH PpiHI KJacW MOJITUK iH(opMalliiHoi Oe3neku Ta/ abdo
Ki0epOe3mneku, Mo 0a3yThCs Ha PU3UK-OPIEHTOBAHOMY KOHTPOJI1 TOCTYITY
10 1HhOpMalIMHUX aKTUBIB;

3MIMCHIOBATA aHali3 Ta MIHIMI3AIll0 PHU3UKIB 00poOku iHdOpMarlli B
1H(pOpMaIIHO-TEIEKOMYHIKAI[IHHUX CUCTEMaX;

BUpILIYBaTH 3a4adyl 3axucty 1HQopmamii, 1mo oO0poOyiseTbcsi B
iH(MOpMAIIHHO-TEIEKOMYHIKAIIIMHUX ~ CUCTEMax 3  BHUKOPUCTAHHAM
CYy4YaCHUX METO/IIB Ta 3aC00IB KpUNTOrpapigyHOro 3aXUCTy 1H(pOpMaIlii;
BUKOHYBATH BIPOBAKCHHSI Ta MIITPUMKY CHCTEM BUSBJICHHS] BTOPTHEHD Ta
BUKOPUCTOBYBAaTH  KOMIIOHEHTH  KpUNTOTpadiyHOTO  3aXHUCTy IS
3a0e3ne4YeHHs]  HEOOXIJTHOTO  pIBHS  3axuuieHocTi  iHdopmamii B

1H(OpMAIIHHO-TEIEKOMYHIKAI[IHHUX CHCTEMaX;
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- 3a0esmeuyBaTtr) (YHKI[IOHYBaHHS MPOTPAMHHUX Ta MPOTPaAMHO-aNapaTHUX
KOMIUJICKCIB BUSIBJICHHSI BTOPTHEHB PI3HUX PiBHIB Ta KJIaciB (CTATUCTUYHUX,
CUTHaTypHUX, CTATUCTUYHO-CUTHATYPHHUX );

- MOATPUMYBATH Mpalle3/aTHICTh Ta 3a0e3MeuyBaTH KOH(PITYpyBaHHS CUCTEM
BUSBIICHHSI BTOPTHEHb B 1H()OpMAIIITHO-TEIEKOMYHIKAI[IHHUX CUCTEMAX;

- BHpINIyBaTH 33jJa4l aHaji3y MPOTPAMHOTO KOy Ha HASABHICTb MOKIMBHUX

3arpos.

MMOPAJOK NPOBEJAEHHSA ®AXOBOI'O ICIIMTY
daxoBe BCTyNHE BUMIPOOYBaHHS IPOBOAUTHCS B TUCbMOBIN (popMi. HeoOxiaH1 Auis

BIJINOBI/Il HA MUTAHHS 1 PO3B’S3KY 3aJ/1ayl 3alMCH BUKOHYIOThCS Ha Mamnepi 31 MTaMIom
iHCTUTYTY. Ha KOXKHOMY JHCTI aOITypi€eHT BKa3zy€e CBO€ MPI3BHILE, 1HIIATH, TPyImy,
HOMep Oinera. JIMCTH HyMeEpyrOTbCs, 3alOBHIOIOTHCA 3 000X cTopiH. I[luTanHs
(hOpMYIOTHCSI HA OCHOBI JIJAHOT MPOTrPaMH, SIKY a0iTypi€HTU OTPUMYIOTh 3aBYACHO.

OcHoBOIO mporpamMu (paxoBOro BCTYNMHOI'O BUIPOOYBaHHS € HACTYIHI PO3IUIH
TEOPETUYHO1 Ta MPaKTUYHOI MAroTOBKM (axiBiliB cruerianbHocTi F5 — KibepOe3neka ta
3axucT 1HdOopMaIi:

- CucremMu TEXHIYHOTO 3aXUCTY 1H(pOpMaIii;

- OcHoBu KpunTorpadiyHOTO 3aXUCTy 1H(POpMAIIii;

- besneka iHpopmaiiii B iHhopMaliitHO-TeIEKOMYHIKAIIIHTHUX CUCTEMAX;

- Teopis pu3uKiB;

- KowmrmiekcHi cuctemu 3axucTy iH(opmartii.

- ba3u nanwux;

- OreparriitHi cucTeMu;

- ApXITEeKTypa KOMIT FOTEPHUX CUCTEM;

- Kowmm’toTepHi Mepexi;

- TexHomnorii mporpaMyBaHHSI.
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CrpykTypa ek3amMeHALIMHOTO OljleTa
3aBnaHHs IS BCTYMHOTO (paXxOBOTO BHUIIPOOYBaHHS Ui 3700yTTS OCBITHBO-

KBaTi(iKalIfHOTO PIBHSA «MaricTp» Ha OCHOBI OCBITHbO-KBaJi(iKamiiHOTO pIBHSA
«bakanaBp» crnemianbHOCTi «KiGepOesneka Ta 3axucT iHpopMarlii» BKIIOYaE:

— HOMep Oinery;

— 40 TecTOBMX 3aBJaHb PI3HOTO PIBHSA CKJIQJHOCTI 13 PI3HUMH MOKJIHMBUMHU
BapiaHTaMH BiAmoBiai (1mo 2 Ta 3 6aiiB KOXKHE B 3aJIEKHOCTI Bl CKJIaTHOCTI);

— 1mikana omiHoBaHHs 3a 100 6ansHOIO mikanoro (Big 0 1o 100 6aiB).
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KPUTEPII OIIIHIOBAHHSA ®AXOBOI'O ICITUTY
3a pe3yapTaTaMHu BCTYMHUX BUNPOOYBaHb MPOBOIUTHCS OIIHKA PiBHA (haXOBUX

3HaHb 3a HACTYIHHMM KPUTEPISIMU: KOXKHA TpaBUJIbHA BIANOBiAL — 2 4yu 3 OalliB B
3aJIe)KHOCTI BiJl PIBHA CKJIQAHOCTI TUTaHHA.
3aranpHa KUIbKICTh OamiB (MakcumyM 100 06aniB) BH3HAYAETHCS MIISIXOM

HiI[CYMOBYBaHHH 0aJriB 32 BUKOHAHHS OKpPCMHX TCCTOBHUX 3dBJIdHb.
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