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KEYSTROKE D YNAMICS IN SYSTEMS W ITH MULTI -FACTOR AUTHENTICATIO N

S. ¢Beliablia, studentgroupMP-111,
Y.V. Ryndych, candidate of technical sciences, assistant professor, ICS Department,
S.V.Lytvyn, PhD, assistant professor, FLSP Department
Chernihiv National Univeiigy of Technology

With the development of computer technologies biometric method is being widely used in many areas.
Biometrics can serve as a tool for identification, authentication and authorization of the person, people
search, payments for goods aeavices, accounting of working hours and so on.

Everyone constantly has to move through the authentication procedure to start using a computer, a
smartphone, a separate application. In most cases, the authentication procedure is a classic use of a pair:
username and password. One of the ways to improve this procedure is the use daataulti
authentication. The system with mdflictor authentication must provide a combination of the following
examples of information for authentication:

1. Credentials (usally username and password)

2. Onetime passwords, for example, they can be sent to your mobile phone

3. Biometric data unique to a particular person

One of the biometric research is keystroke dynamics. This method makes the authentication system
more relable and protected against theft credentials. In this case, an intruder who stoles user credentials can
not access the system, as an additional factor of authentication is dynamics of this input data, that is
difficult to reproduce. Also keystroke dynamiacan be used for creating systems with continuous
authentication, i . e. having credenti al gshe systemuser 0
because risky operations can be protected by adding additional keystroke dynamics protectisampte, ¢his
check can be done while entering a transaction number, credit card numbmeopassword, etc.

The main charecteristics which are evaluated within this biometric method are keypress time, time between
pressing two keys, mistyping featufés.

Tussst Tt Tesst
Press Flight Sequence

Figure 1i Keystroke dynamics features

Nowadays there are softwaselutionswhich performa user authentication based &rystoke dynamics
Examples of such software are: BioAuth ptufpr learning management system Moodle, BehavioSec, Key$tah
systems ardypically commercial, so we are unable to obtapprovedresults of their research in th&eaand
determine appropriate quality offered services. An exception BioAuth plugin, thatis being developed as free
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software. Also such syems are usually based on using the PC keylaaidty or rarely web browser with support

of JavaScript.BioAuth plugin allows to determine whether a student passes an exam by himself in learning
management system Moodle. Keystroke dynamics is evalumtseld on detailed answers which provide enough
statistics for initial training of the system and its futher improving of the accuracy [2].

Nowadays mobile devices haaehievedextremely widespread use, leaving computeits standard form
factors only fo taskswhich require maximum performance (sersgscientific calculations, etc.). Consequenthe
can explorethe adaptation of existing researnatsultson thekeystroke dynamic$or mobile devices and achieve
acceptable to use experimental results.

During this work we investigated creating ofnaulti-factor authentication system for mobile devices with
touch screens where the factors are: username and passwdkdyatrdke dynamicsExperimentakresultswill be
collectedfor devices on Androiglatform. For statistical data collectiome will implement avirtual keyboard that
will be installed on several devices for further comparison. Based on the statisticls, classificationprocedure
will be performed in order to creabdometric tenplates pe user. The systemill alsosupport training to adapt to the
changeslt means that everfurther successful authentication will enhance compliance template to a person.
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Chernihiv National University of Technology

As technologyhas moved forward in severalaspectsof our lives, the increasein use of mechanicsand
electronicshasalsoemergedThe useof mechanicsn the areaof voting wasintroducedasearlyasthe 1890swith the
inventionof the HermanHollerith punchcardmachineryfor the US censusandlaterdevelopednto electronicvoting.
Electronicvoting, or e-voting, is a term encompassingeveraldifferent typesof voting, embracingboth electronic
meansof castinga voteandelectronicmeansof countingvotes.

As the areaof voting hasevolvedfrom public voting, in the early US, to the useof paperballots with mark
choicesthe areaof electronicvoting hasalsoevolved.Electronicvoting haschangedrom the useof punchcardsto
the useof optical scansystemsand specializedelectronicvoting kiosks (including direct recordingelectronicvoting
systems).Electronic voting can also involve remote transmissionof ballots via telephonesor private computer
networks,andthelatestdevelopments voting overthe Internet.

Electronic voting technolgy at polling stationscan speedup the countingof ballots and provide improved
accessibility for disabledvoters. A voting system providing remote voting via the Internet could improve the
accessibilityand provide an even more convenientvoting process.lt might also lead to greatervoter turnout in
electionsaswell asphaseout existingcumbersomé¢andinsecure)processeof absente&oting.

The promisesof accuracy securityand precisionhavedriven electronicvoting systemsorward. Howeverthe
worries of corrupt or manipulative software have held back widespreadadoptionof severalsystems.Especially
Internetvoting schemesrediscussedndcriticized[1]. Therearemanythreatsandissueswith attacksandfraudulent
behavior,including networkattackscompromisedcomputersandcorrupt systemcomponents

In recentyearselectronicvoting hasbecomea very popularand hot researchtopic. The electronicmeanof
countingpaperballotshasexistedfor a while now, butthe focusnow is moreon how to castelectronicballots.Voting
via direct recordingmachinesor the Internetcould also decreasdhe use of paperballots and the manualwork of
preparation(no needof printing ballotsin differentlanguagesetc.) The correctnessf thesesystemds alsocritical, as
thereis no roomfor errorsin the electronicrecordingor countingof ballots.

Electronic voting existsin different forms already, including tallying votes by computer,using electronic
equipmentn polling stationsandvoting overthe Internetfrom the voter'sown computeror mobile device. Thereare
severaltypesof modernelectronicvoting systemspptical scansystemssystemgo electronicallycastballots,endto-
endverifiablevoting systems|nternetvoting systemswhich havetheir own nuancesadvantageanddisadvantages.

The useof electronicmeansto casta vote has many advantagesUsing an electronicvoting machineat the
precinctwould reducethe useof paperballots,asthe machinedisplaysthe ballot electronically.lt would alsomakeit
easierto preparespecialballotsfor otherlanguage®r visually impairedvotersprogrammednto the system,nsteadof
printing out severalbptions.The newestdevelopmenin theareaof e-voting is usingthe Internetfor remotevoting [1].
By makingthe voterableto vote from his homecomputeroneof the goalsis to improvethe accessibilityfor disabled
voters,astheyd o rhéveto actuallygo to the polling station.The overall participationwould probablyalsoincrease
becauseof the easines®f voting from home,and it would maybebe more appealingto the youth doing the voting
electronically.

As we seethe useof computersfor voting hasmany advantageshut a systemfor electronicvoting requires
meangto preserveeveryaspectof a traditionalvoting scenariowhenit comesto securityaspectsike authentication,
secrecyandanonymity.The systemhasto preventattackserrorsandanyelectronicfraud.

As all informationsystemsan e-voting systemis also vulnerableagainstcompute attacks.Although Internet
voting mayimproveseveraklectionfactors,thereareconcernghatthe benefitsareoutweighedy theissuesof many
potentialsecuritythreats.The securityflaws are often concerninghev o t @améc®mputersandthatthesearethe
weakestink becausg@eopledo not keeptheir personatomputersecure.

Electronic voting systemshave many functions, including encryption, randomization,communicationand
securitysystemsCryptographycanbe usedto protectthe communicatio betweerntheu s e hbrofvserandthe election
server,to ensureprivacy, and for verification purposeq2]. The technologyof cryptographyis relied uponto ensure
integrity andconfidentialityof networktraffic.

The advantagesind benefitsof reattime electronic voting systemscould be outweighedby the issuesof the
many potentialsecuritythreats.Thereare critical securitythreatsto electronicvoting systemsput developedsecure
cryptographic methods and techniques(symmetric encryption, hash functions, public key encryption, digital
signaturesdigital certificatesand so on) canprovide secrecyjntegrity andproofsof correctnessgounteringmany of
thesepotentialattacks.
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UDK 004.9
DIAGNOSIS OF GAS PUMPING UNITS WITH THE HELP OF ARTIFICIAL INT ELLIGENCE

J O. Lytvyn, graduatestudent
V.V. Lytvynov, Dr. (Eng.). Sci, Professor
ChernihivNational Technological University

Ukrainian gas transportation system bandwidth is the second in Europe and one of the largest in the world.
Total length of Ukranian gas pipelines is over 37,000. km, pumping gas is provided by 71 compressor stations (a total
of 702 gas compressor units (GCU)). The length of the main transportation system is more than 22,200 km, of which
14,000 km-.. pipelines of a big diametét020:1420 mm).

The main transit pipelines of Ukrainian gas transportation system with a diameter of 1,420 mm and a capacity
to handle 30 bn m3 of gas a year'Soyuz" (Orenburg Western Border) and "Urengoyomary Uzhgorod " in
conjunction with the ampressor stations (CS) were built and introduced during the 70s, 80s of the last century.

Ensuring of continuity and high efficiency of the natural gas supply to consumers in Ukraine and abroad is the
major problem of transport and storage of natuesl BJSC "Ukrtransgas”. Solving of this task is impossible without
the effective work of the main compressor statiogas pumping units (GPU).

The development of effective monitoring and forecasting methods of GPU technical condition according to
the baic technological parameters with the ability to detect defects at an early stage could form the basis of the
priority tasks of improving the reliability and efficiency of gas transportation systems.
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Due to the complexity and multiomponent of a diagnoseabject the problem ofdetection and fault
prevention consists not only in controlling the values of each parameter of the unit. Fault detection and foreseeing of
faults can only be carried out by analyzing both the overall system and its structupalinesnts, which are also, in
turn, complex systems. In particular, the characteristic feature of a fault can not be only the critical value of certain
parameters, but also the dynamics of their changes within the permissible values of technical docamentatio

The correlation of parameter changes, the presence of faults and their causes is complex. The most suitable
methods to simulate this kind of dependencies are of artificial intelligence (Al) methods, allowing to describe the
causal relationships betweéime data of a numerical and noaomerical nature. Also, the relationship between the
parameters can have an implicit character, and the system operating such parameters must be capable to foresee the
possibility of occurrance inaccuracies and uncertsriti the description of causal relationships.

In addition to the causal relationships between the parameters of the system and faults as well as faults and
operating systems, there are also connections between parameters themselves and betweemndf#ileiresaaises
The presence of complex transitive dependencies determines the structure of the developing intellectual system.

At the present time hybrid intelligent systems of decisitaking are becoming increasingly important, they
combine various wdels of knowledge representation. To solve the problem of GPU fault diagnosis is being developed
a software complex based on hybrid intelligent system, the structure of which is shown in Fig. 1. The main
components of the system are the artificial nenesvork (ANN) and fuzzy inference subsystem.

x | ANN z
| nl_ﬂTl i

PREPARATION | : =

e ! FURRY { o
- OUTPUT il
X>a s ¥ Z?o:’

Figure 1- Block diagram of the intellectual decision on diagnosing ANN faults syste

X ={x1, X2, ..., X26}- input system vector containing the numeric GPU values of parameters;

hl, ..., hnt hidden layemeurons ANN;

Y ={yl, ..., y18}- ANN output vector and the input vector fuzzy inference subsystem that contains the degree
of confidence in the presence of typical faults;

R - the base of fuzzy rules;

Z={z1, z2, ..., 226} output vector system containgj a degree of confidence in the presence of the fault.

The degree of confidence in the presence of faults and their causes lie in the interval [0, 1],-wihelewest
level of confidence, 1the highest.

ANN is used to detect faults on the basisvafues and the dynamics of change in GPU parameters. The
resulting degrees of confidence in conjunction with-ggelied to the input parameters are used by fuzzy ANN O
subsystem to identify possible causes of the fault.

ANN has the structure of a thrésyer perceptron learnt by algorithm of bgmopagation errors. The training
set was compiled on the basis of standards for technological design of trunk pipelines [2, 4], and the views of experts
specialists in maintenance of GPU [1].

Fuzzy inference qisystem

The workof a fuzzy inference subsystem uses the apparatus of fuzzy set$teatyral subsystem diagram is
shown in Fig. 2.

Base of fuzzy

rules
*
- I* Fuzzificator Defuzzificator G
E— —
Mechanism of
fuzzy output

Fig. 2- Scheme of a fuzzy inference subsystem

I I Vector of input numerical values of the subsystem;
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G* i Vector of outpuit numerical values of the subsystem

Thus, the subsystem of fuzzy inference allows on the basis of GPU and the degree of certainty of certain types
of fault to obtain the degree of confidence in the specific operational failure or other reasons. ngisiebeloped a
smart system of decisiemaking for the diagnosis, allowing on the basis of the unit parameters to detect specific
failures in the operation of the device, which leads to increasing of safety, provides timely repair and installation
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F.A. Khramushin, studentgr. ISi 151,
Y.M. Tkach, PhD, associate professor,
Head of the Department of Cyber Security and Mathematical Simulation
ChernihivNational University of Technology

Nowadays,the majority of companies and educational establishments hawefilers at their disposal. The
companydéds success and the confidentiality data provi s
expansion could be kept on them whhe access is available for authorized persons twenty four hours a day.

File-server is represented by a dedicated server designed for execution of input/output data operations. As a
rule, file-server has a big size of disk space, negotiated in form oDR#ay to provide troublree and enhanced
data reading and writing speed. The advantages are law cost and short development time, software update and
upgrade. The main disadvantage is law level of the system security [1].

Let us use an expert methodarder to identify and to evaluate computer-flerver threats.

Thus, 8 highly qualified specialists in information security were selected to evaluate the threats level. While
designing the questionnaires they defined which, in their opinion, could digtest damage. To be precise:

- ¢ Hacker s & actiohst ol aybers atiminalsvhich are aimed at information capturing from file

serveror gaining control over it or breaking its systems dpwn

- «Virus upload» intentional or unintentional infecting theerver with viruses, which are aimed at data

destroying;

- «Hardware failures - power surgewear and teatetails loosen hookupstc;

- «Software failures - overload, bugging, software agirejg

- «Theft» - server stealing or the whoieformation stealig remotelyor direct copying;

- «Targeted download informatieon for own purposes or for competitors

- «Negligence - nonexecution or unduly execution of server maintenance as a result of careless attitude to

work;

- «Sabotage - purposeful breakdown of therver operation as a result of careless execution of duties
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- «Accidents - war, accidental physical impact on the senapilt cup of offee, natural disasters such as
fire, typhoon, floodearthquake, etc
- «Purposeful information deletimg for examplean University competitonas bribecan employee of our
University in order to eliminate ue u t of opportunity to take part [
Universitie
The expertaising the proposed list of threats defined those, which are the mostalssapet the least damage
causing.Total experts responses were defined on irregularity by(byemeans ofMs Excel spreadshegt Using
«SUM» and «<STDEVIATION» functions we can easily get to knpwhich threats are the most attached importance,
and whichcal dnét be (tabll).ed as such

Tablel
Calculations on the basis of expert responses
Threats name Sum Mean Standard deviation Variability
1 |Hackerso6 attacks 69 8,625 0,916125381 0,106217436
2 | Virus upload 60 7,5 0,9258201 0,12344268
3 Hardware failues 40 5 1,603567451 0,32071349
4 | Software failures 49 6,125 0,640869944 0,104631828
5 | Theft 30 3,75 0,707106781 0,188561808
6 | Targeted download information 28 3,5 1,069044968 0,305441419
7 | Negligence 9 1,125 0,353553391 0,314269681
8 | Sabotage 14 1,75 0,46291005 0,264520029
9 | Accidents 62 7,75 0,707106781 0,091239585
10 | Purposeful information deleting 17 2,125 0,640869944 0,301585856
According to the calculation results we can find out the computesditeer threat ratingable?2).
Table2
Compuer file-server threat rating
Threat name Number of
points
1 | Hackersd attacks 69
2 | Accidents 62
3 | Virus upload 60
4 | Software failures 49
5 | Hardware failures 40
6 | Theft 30
7 | Targeted download information 28
8 | Purposeful information deleting 17
9 | Sabotage 14
10 | Negligence 9

Thus the experts are of the opinion, thatthélac ker sdé attacksé could cause the
could cause the least damage.

On top of thattable 1 shows us the standard deviation, which is defined héthelp of«<STDEV» functionand
variability coefficient.While, the closer to O is standard deviation value, the smaller is the difference bestamagrd
expert s dalug and thenaveragenvallge variability value is less thdh33, thereforethe variability is small.
Thus,wecac | ai m of the comparability of f4he expertédés thougt

Let us |l ook at how e x peSinteswg hagepmore ithamtwocrated atfpitusestoo mp ar e
evaluatethe x per t s 6 wilase thecortordiceefficient

Let us use a formula:

n
W= (Z ldj?),"m:{n! —n); andd; = 5; — i ELLSJ.-; wheren i number of factorsm i the number of
i= :

experts d; 1 the deviation sum frorthe average suns; i the sum of ranks

We have W=0,78938.The cl oser to 1 is coefficient W the bigg
As usual, experts opinions are believed to be agreed if this value is 0,7 or G@ierquently, the opinions of our experts
are in agreemefs].

Meanwhile the concord coefficient calculated by us is to be checked on a static significance. So the number of
potential risks is more than(we havelO), that is why it is to be checked on a static significamite Pearson criterion

= 22,1.But thetable values yZ... = 14,1by significance level a 0,05and degree of freedo[2].
Thus according to our obtaining results the concord coefficient is more than 0,7 and the value of Pearson
criteria is bigger than in the table one, as altescperts opinion is fully agreed.

Nowthanwi t h t he help of expertsd ev a-bawartthreathandobdcked d we
our resultsHa ¢ k e r s Gaccidantsyrus kuoad software failureshardware failurestheft, targeteddownload
information, purposeful information deletinggabotagenegligence are main threats in the order to dothe harmful
effect.

X pospa

A list of sources used
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http://studallorg/all-29527html.
3. Evaluation o f degree t he consi st e pEegtronico fresourdex p e Actessd mode h to u rgdources

http://buklib.net/books/3686/.
4. TkachY.: . The applyingof expert evaluation of risks at the univergitfkachY.: ., KazmirchukS.V., Mehed DB., BazilevichV.: ./
Information securitys 1 7 , -2086.1 P. 5359.
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MATLAB GRAPHICAL USER INTERFACE FOR DC MOTOR POSITION CONTROL SYSTEM

O.V. Korkh, M.Sc. student gr. ME11,
SA. lvanets, PhD, associate professor of BiomediRaldioelectronic Apparatus and Systems Department,
R.D. Yershov,lecturer of Industrial electroniddepartment
Chernihiv National University Of Technology

DC motor is a class of electrical machines that converts electrical power of direct current ihemicac
power. The most common types based on the forces produced by fields of permanent magnets. Almost all types of DC
motors have some internal mechanism, either electromechanical or electronic, for periodically change the direction of
current flow thragh the part of motor windings. Most types are producing rotary motion; a linear motor directly
produces force caused in motion along a straight i motors were the first type of electrical machines, which was
widely used, because they could be poweirem early directurrent lighting distribution systems. A DC motor's
speed can be controlled in wide range, using either a variable supply voltage or by changing the strength of current in
its field windings. Lowpower DC motors are used in tools, togad appliancegpower less 30 W)The universal
middle-power DC motor is used for portable power tools and appliam@ser less 1000 W)Largepower DC
motors are used in propulsion of electric vehicles, elevator and hoists, or in drives for steghnidlé (power more
1000 W) The advent of semiconductors in power electronics has made possible replacement of DC motors with AC
motors in many applicationg]

Structural schematic of model is representedibate 1.

UART

< PC STM32F4 Discovery
-
GUI MATLAB
ADC P SPI PWM -
errar signals DRV 8301 DRV 8301 rror signals
BOOSTXL BOOSTXL
DC Motor DC Motor

Figure 1i Structure of two DC motor control system.
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As can be seen system consists:

1. GUI [4] Matlab T is graphicuserinterface; it allows to receive information from motor development
board, and control DC motorThis interface use application Matlab and its library to connect to
input/output communication port, which is used in this system.

2. STM32F4 Discovery a development board, which generates pulse width modulation, receives analog to
digital converted (AD( data, analyzes data, and configures both motor development boards. Also this
module sends information and useful data to PC.

3. DRV 8301 BOOSTXLS 1T motor devel opment board, which bas
containsdriver with allnecessary, equipment¢onnect this module to microcontroller boafthis module
allows rapidly create control system for motor.

4. DC motord controlled object.

Firstly motor development board will be described. It contains 6 channelstrolc®&phase motor, which are

implemented by ofboard MOSFET transistors. Driver supports dead fieseure This board supports-84 V DC
voltage, and currentip to 1.7 A RMS. Development board contains integrated-dtepn converter for supplying
logic-side of the driver. This modulesesbootstrap gate driver architecture with trickle chacgeuitry to supporall

duty cycle.Driver supports configuration and detailed status data reading via serial peripheral interface (SPI).
Module contairs configurable overcurrent and ovetemperature protectienwith signal lines connedd to the
microcontroller interrupinputs. This board has voltage dividers and operation ampljfietéch scale voltage and
currens to lower level andought to connect diretly to microcontroller analogo-digital converter inputpins.

The microcontroller STM32F407VG6], which used in projectis based on the higberformance
ARM®Cortex®M4 32-bit RISC core operating at a frequency of up t@ MHz. The CortexM4 core tightly-
coupled with a hardwaseasedsingle precisiorfloating-point unit (FPU) which supports all ARM singlerecision
instructions. It also implements set of DSP instructions and a memory protection unit (MRWich enhance
softwaresecurity.

The microcontroller boardprincipally operates as transmission bridge. It receives information from PC and
convert it and transmits to the drivers. Hardware timer generates 4 PWM signals, with carrier frequency near 10 kHz.
This signal connected to logic inputs of the drivadithough motor driver supportgall possibleduty cycle, but dut
cycle lessthan40 percents not perceivedn the real motor experimerithe ADC perform a 12 bit conversion, and
uses sliding averaging by 3@ | e s . The ADC, which operates in Bmequent
conjunction withdirect memory access (DMA) controller, this technique allow to unload the main program routine.
The data collected from ADC and read data status variablesom dr i ver 8s boards are se
seri al asynchronous interface. S V& tomfigurecaodhread datasfrond r i v e
drivers using serial peripherals interface.

For display information for user we creat&JiGon the base application Matlab. It allow to see voltages and
currents at transistors driver, supply voltage level, change motor rotation parameters by changing PWM signals for
it. At figure 2 we can see the program for control one of two drivEige buttons named«connect and
«disconnect perform software connection to selected serial communication interface, in «taxball available
ports are shown. Buttons namesitart> and«stop» processing of fetch and display of received data.

To select motor rotation behavior buttons namemtationt> and « rotatior2» are usedSlider «change duty
cycle» allows direct sending duty cycle PWM signal in percent to the microcontrBilgdsfor graphs displayng are
automatically updated dependiron the input parameter&ach of the previously described buttons and slider
corresponds to theall-back function that handles actiofow consider the data acquisition algoritem PC. The
library «Instrument control toolbox» in MATLAB is usddr acessng to the serial portlt incorporates a set of data
structures and processing softwamhich avoids lossesf transceiving datéEach received packet is released before
the displaying and split into functional parts are displayed in conformeétdsfiFurther, in a time that corresponds to
the time between the display and the repeated transmissions action all the charts areTugdategroach allows to
display charts in real time with a delay caused by the operating system only.
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Figure21 GUI for system

Conclusion

The system, which was created and is described in this article make it possible to control two DC motors
through voltage regulationThese reatime displays a GUI application created with MATLAB surrounding
environment.This medium is preferred for use because of the quick and easy scalability of the resulting system,
adding new feature®\mong other features it is possible to build systems directly control system where the regulator
will act as a model in Matlab, which is alagpromising @ection in the control systems.
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WIRELESS CONTROLLED TWO WHEELED MOBILE ROBOT

B.P. Pakhaliuk, stud. grlE-121,
M.A. Khomenko, PhD, associate professor
of Biomedical Radioectronic Apparatus and Systemspartment
R.D. Yershov,Lecturer of Industrial Electronics Department
Chernihiv National University of Technology

Two wheeled robots are commonly used in our time. They find their usage in many fields due to simplicity of
creation and good maneuverability. One of the benefissicii design is that we can make rotation on any angle at one
place without any linear motion.

A two wheeled robot is similar to the differential gears used in automobiles in that both the wheels can have
different rates of rotations, but unlike the diffatial gearing system, a differentially steered system will have both the
wheels powered [1]. Differential wheeled robots are used extensively in robotics, since their motion is easgrto prog
and can be well controlled.

This design is simpler than usimiggads or legs and by using wheels they are easier to design, build, and
program for movement in flat, n@brugged terrain. They are also better controlled than other types of robots.
Wheeled robots are most popular among the consumer market; therertitie steering prades low cost and
simplicity.

Functional diagram showed on figure 1.
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Figure 1- Functional diagram

For robot control wireless connectichused. RF module dlueToothcan be usebflut such approacheare
not able to get high spdeThe best way is to use UDP or TCP BV/tonnection. It will lead tdigh speed and safety
transfer connectionn this project WiFi connection are implemented by using ESP8266 WiFi module. On this module
transparent TCP to UART bridge is implemented. Medcan be configured by using AT commands. With such
approach we are able to create hardware abstraction layer. Robot works just with simple hardware UART. PC from his
side works just with TCP connection.

Also PID controllersare implementedThey controltwo DC motors. Feedbacgroduced by quadrature
encodersvhi ch are connect ed [2t ©heinphtdor FOC contraller aserrdrshetweent desiresl
angular velocity and angular velocity measured on quadrature encoder. The output is PWMbeiggeted to the H
bridge. Using acoders are better than using hsdinsors because we are able to get higher resolution and faster
responsg3].

MEMS snsors are represented by accelerometer, gyroscope and magnetometer. Accelerometer is set to +2¢g
range.Gyroscope is set to £250°/sec rantC interfaceis used for sensors connectionrdtluce wires usage and
simplifies the program. Power sensing and current sensing blocks are used control power consumption of the robot.

Movable platform is representdyy two ultrasound sonars mounted on the top of it and stepper motor which
rotates it. The use of owable platformeads torobo® angular errominimization With such approach robot would
be able to explorsurroundedarea with the desireghglestep.

Lilon accumulator is a power source for the robot. The DC motors are directly powered by it. Two DC
converters are used to produce 3.3v and 5v supply voltages. Bridges, buffers and ultrasound sonars are powered with
5v supply voltage. Microcontroller, Wilnodule and MEMS sensors are powered with 3.3v supply voltage.
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U 6213
STATE OF ART OF BATTERIES FOR PV AND PORTABLE APPLICATIONS

B. Kondratenko, stucent,K. Tytelmaier, graduatestudent
Chernihiv National University of Technology

Nowadays, i the age of low power smart devices, and strive for environmental friendliness, occurred a need
for high quality batteries. There is a wide range of possible solutions to decide the task, that engineer has.

In our case the task is to choose the mosaklg battery type for military purposes. Final produgbrtable
power supply based on batteries, that is a part of uniform, and charging by the solar panels.

For today, the most popular battery types are:
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1) Nickel Cadmiunm(NiCd). Mature and well undastood but relatively low in energy density and unfriendly
to the environment.
2) Nickel-Metal Hydride(NiMH) - has a higher energy density compared to the NiCd at the expense of
reduced cycle life. NIMH contains no toxic metals.
3) Lead Acid- Most ecommical for larger power applications where weight is of little concern.
4) Lithium batteries the most used battery type for today
- Lithium Cobalt Oxide- The battery consists of a cobalt oxide cathode and a graphite carbon anode.
The cathode has aylared structure and during discharge, lithium ions move from the anode to the cathode.
- Lithium Manganese Oxide Low internal cell resistance enables fast charging and-dugtent
discharging.
- Lithium Nickel Manganese Cobalt Oxideone of the met successful Lion systems is a cathode
combination of nickemanganeseobalt.
- Lithium Iron Phosphate the key benefits are high current rating and long cycle life, besides good
thermal stability, enhanced safety and tolerance if abused.
- Lithiunrion with different electrolytes offer some specific abilities (nonflammability, thermal
stability, etc)
5) Graphene batteriesthe most modern and perspective battery typght, durable and suitable for high
capacity energy storage, as well asr&dn charging times, but expensive for today.

Table 1
Comparing table of Li-ion batteries
LiCoO, LiMn,O, LiINIMnCoO, LiFePQ,
Voltage, V 3.0-4.2 Vicell 3.0-4.2 Vicell 3.0-4.2 Vicell 2.53.65 V/cell
Sp&‘;g;g[‘ye)’rgy 150200 Whkg 100150 Whkg 150220 Whkg 90-120 Whkg
Cycle life 5001000 300700 10002000 10002000
Mobile phones, Power tools, medica| E-bikes, medical Portable and
Applications tablets, laptops, devices, electric devices, EVs, stationary needim
cameras powertrains industrial high load curra
Table 2
Comparing table of all discussed battery types
Lithium
Battery . . Lead
NiCd | NiMH . . . . . Nonflam. Grapheneg
type acid | LiCoO, | LiMn,O, | LiNiIMNnCoO, | LiFePQ, electrolyte
Gravimetric 45 150
capasity, 60-120 | 30-50 100150 150220 90-150 a150 7000
80 200
Whlkg
Voltage, V | 1.25 | 1.25 2 3.7 3.7 3.7 3.4 3.7 3.7
Relative Not
price Low | Middle | Low | Middle | Middle Middle Middle | manufacturing] High
: 300 200 500 1000 2000
Cycle life | 1500 500 300 1000 300700 | 10062000 2000 10002000 2500

After researh work became obvious that to go with the times we should choose graphene batteries, but if
their price is too high, LFP or LINMC batteries are suitable as Wk ability to cooperate witforeign scientists,
that working on improving new battery typesm makeour inventionreally modern and advanceHowever, the first
stage of investigation can be ddndependently
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